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Abstract: Advances in information and communication technology continue to develop
over time. This causes significant changes in social, economic, and political conditions.
One of the companies that require strong network security is PT. PLN (Perusahaan Listrik
Negara) Persero which is the leading energy company in Indonesia. In this case, the a
need to evaluate network security at PT. PLN becomes very important. This evaluation
will help identify vulnerabilities and security gaps that exist in PT. PLN’s network infras-
tructure. Network security evaluation using the penetration testing execution standards
(PTES) method can provide an overview of the vulnerabilities or weaknesses of the net-
work system at PT. PLN UP2D S2JB which has quite a lot of gaps to be exploited. The
parameters used in this study are attacking the infrastructure, The rogue access point, and
ARP Spoofing to test the wireless network security system. This is evidenced by the results
of the 15 tests carried out, only two failed, namely in the type of attack on the rogue access
point. The results of penetration testing are very necessary and important as feedback for
system managers in fixing existing vulnerabilities.
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1 Introduction

Advances in information [1] and communication [2] technology continue to grow over
time [3]. This has led to significant changes in social [4], economic and political condi-
tions [5]. In this context [6], information technology may be described as a double-edged
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sword because it can have both negative and positive effects [7, 8]. It is described as a
double-edged sword [9] because it can have both negative and positive effects [10]. The
positive impact is the emergence of conveniences in the search for information [11], but
it is also balanced by the negative impact with the emergence of various crimes against
individuals [12] and groups by utilizing information technology and the internet or often
referred to as cybercrime [13].

Network security has become a major concern for companies, especially for compa-
nies that have complex and sensitive information technology infrastructure [14]. One com-
pany that requires strong network security is PT. PLN (Perusahaan Listrik Negara) Persero,
which is a leading energy company in Indonesia. PT. PLN has an extensive and complex
network, covering electricity distribution systems, payment management systems, and in-
ternal operations and management systems. The sustainability and operational efficiency
of PT. PLN is highly dependent on the availability, integrity, and confidentiality of their
network systems [15, 16].

Therefore, along with technological advances, the design of a wireless network security
system connected to the internet [17,18] must be well planned and understood to effectively
protect the resources on the network and minimize attacks by attackers or hackers [19].
Due to the lack of awareness of administrators or people who act as admins in running the
system, while external factors can occur due to weak systems made (configuration) and the
large level of cybercrime [20]. Computer network security is part of an important system
to maintain data validity and integrity [21]. Based on this, the researchers formulated the
problem in this study [22], namely how to evaluate the security of the wireless network at
the PT. PLN UP2D S2JB office to produce secure data access from various kinds of crimes
[21].

This wireless network security evaluation will help identify vulnerabilities or security
gaps that exist in the PT. PLN UP2D S2JB wireless network system [22]. Thus, appropriate
preventive and corrective actions can be taken to improve network security and protect PT.
PLN UP2D S2JB from existing and potential threats in the future. In addition [23], evalu-
ating network security at PT. PLN UP2D S2JB will also provide confidence to employees
in carrying out their work by maintaining a high level of security in managing sensitive
data [24, 25].

2 Research Method

This research methodology is shown in Figure 1, which illustrates the stages of the research.
This standard covers everything related to penetration testing from pre-engagement inter-
actions, intelligence gathering, Threat modeling, Vulnerability analysis, exploitation, post-
exploitation, and reporting [26].

2.1 Pre-engagement

In this initial stage, the researcher made observations on the object to be tested and con-
ducted interviews with the network administrator of PT. PLN UP2D S2JB in order to fa-
cilitate research related to the discussion of penetration testing, wireless network, network
topology, wireless network penetration test.
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Figure 1: Research methodology.

2.2 Intelligence Gathering

At this stage, researchers collect information that has been obtained from observations and
interviews with the network administrator of PT. PLN UP2D S2JB as much as possible in
order to facilitate the penetration testing process on the wireless network.

2.3 Threat Modeling

At this stage, researchers identify threats to security gaps that are likely to occur on the
wireless network of PT. PLN UP2D S2JB in order to facilitate the determination of the type
of attack.

Table 1: Threat Modelling
No Threat Modelling
1 Not yet implemented strong access point isolation on network security, so attack-

ers can easily carry out attacks.
2 Not actively monitoring network traffic and not detecting suspicious activity, so

it is not recognized when there is an attack.
3 Other people whose status is not as an employee of PT. PLN UP2D S2JB who can

connect directly to the network by knowing the password that has been applied.
4 Not yet implemented MAC filtering or access restrictions on users
5 Not disabling the auto connect feature on the user’s device, allowing the device

to automatically connect to the network without the user’s consent.
6 There is no awareness of PT. PLN UP2D S2JB employees in the use of wireless

networks that are prone to cyber-attacks.
7 Has not implemented strong Intrusion Detection/Prevention Systems

(IDS/IPS)on the wireless network security system of PT. PLN UP2D S2JB
office.

8 Have not enabled or configured static address resolution protocol (ARP) entries
on key network devices such as routers.
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2.4 Vulnerability Analysis

This stage is the most important stage, where researchers identify several gaps in network
security that aim to determine the type of attack used in penetration testing on the wireless
network of PT. PLN UP2D S2JB.

Table 2: Vulnerability Analysis
No Vulnerability Analysis
1 Not implementing access point isolation or IDS/IPS on the existing network se-

curity system can be determined that there is a security gap that can be exploited
by researchers with the attacking the infrastructure attack type in the form of
(deauthentication) Aireplay-ng, mdk3 and mdk4.

2 The lack of access point isolation in the network security system and also em-
ployees who do not fully understand the use of wireless networks where the
auto connect feature on the device will be a gap that can be exploited. In this
gap, researchers can carry out a type of rogue access point attack in the form of
an evil twin on a wireless network, which is a type of attack carried out by creat-
ing a fake network that mimics a legitimate network. In this attack, researchers
try to create a fake wireless network using the same or very similar SSID (net-
work name) as a legitimate network. After users connect to this fake network,
researchers will get information such as login credentials (username and pass-
word) and other confidential information.

3 Not activating and configuring static ARP entries and AR P binding in the wire-
less network security system where this security gap can be exploited by re-
searchers by manipulating the ARP table on the network. In this type of at-
tack, researchers can modify, limit, or block the internet data access for users
connected to the same network. This type of attack can be interpreted as ARP
spoofing/poisoning.

2.5 Exploitation

2.5.1 Attacking the infrastructure

In this type of infrastructure attack, researchers conducted an Aireplay attack or deauthen-
tication five times on the wireless access point network of the PT. PLN UP2D S2JB office.
This type of attack can disconnect users connected to the network so that the user cannot
connect to the network during deauthentication and aims to find out the security gaps in
the wireless network at the PT. PLN UP2D S2JB office.

In Figure 2 is a scenario of the type of attack attacking the infrastructure where the
researcher or attacker tries to attack directly to the object, namely the access point and the
impact of this attack will affect the user connected to the access point being attacked so
that the connected user will be disconnected from the access point. For a demonstration
of this attack, researchers used airgeddon Figure 3 and to find out whether this attack was
successful or not, researchers used Wireshark.

In Figure 3 is the initial display in the airgeddon menu for attacking the infrastructure,
then the researcher types the number 6 command to start the deauth aireplay attack on the
wireless network at PT. PLN UP2D S2JB.

JURNAL INFOTEL, VOL. 16, NO. 1, FEBRUARY 2024, PP. 120–135.



124 ARIYADI et al.

Figure 2: Deauthentication aireplay attack overview.

Figure 3: Aireplay deauthentication command attack.

In Figure 4 researchers have launched an aireplay (deauthentication) attack with airged-
don which if this attack is not stopped, the impact of users connected to the network will
be disconnected and cannot be reconnected, to be able to prove whether this attack is suc-
cessful or not, researchers use Wireshark.

It can be seen in Figure 5 that Wireshark can detect deauthentication attacks so it can
be said that researchers have successfully carried out this type of attack attacking the in-
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Figure 4: Deauthentication aireplay attack.

Figure 5: Deauthentication on Wireshark.

frastructure on the access point, where the impact of this attack can disconnect all users
connected to the network.

2.5.2 The rogue access point

In this type of attack, the rogue access point was tested five times. In Figure 6 is a sce-
nario of the rogue access point attack type, where this attack is carried out to try to deceive
connected network users by creating a fake or unauthorized access point that looks like a
legitimate original network this attack is also carried out in conjunction with deauthenti-
cation which aims to disconnect all users connected to the network so that users are forced
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into the fake network. When users try to connect to this fake access point, all login cre-
dentials can be obtained by researchers. The purpose of this type of attack is to find out if
there are user-side vulnerabilities that can be exploited by researchers and also to test the
existing security on the network.

Figure 6: Overview of the rogue access point attack.

For the demonstration carried out in this attack, researchers used the same airgeddon
tool as the tool used in the previous type of attack and to find out whether this attack was
successful or not airgeddon will display the login credential in the form of a password from
the wireless network which can be seen in Figure 8 captive portal airgeddon.

In this type of attack the user connected to the original access point will be disconnected
and will be forced to enter this fake SSID so that the user will re-enter the login password.

In Figure 8 is a captive portal view with airgeddon that displays access point (AP),
DHCP, Deauth, control, DNS, and web server. If there is one user who wants to connect to
this fake SSID, then all user activities can be seen on this display.

In Figure 9 is a view of the login credentials that have been obtained and formed in
a.txt file. Because the user trying to connect to this fake SSID, the user will be forced to
enter the original login password, which in the end the SSID is not a legitimate access
point. Password: AkuGanteng 2020 is the correct login password successfully obtained
and there is also a captured password on failed attempts which means that there are users
who entered the wrong original network password, if the password entered by the user is
wrong, then airgeddon can detect it.
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Figure 7: Authorised and unauthorised access point.

Figure 8: Captive protal with airgeddon.

2.5.3 ARP Spoofing

In this last type of attack, researchers conducted an attack in the form of ARP spoofing
which was tested five times. ARP spoofing is a type of attack that aims to manage wireless
network traffic and manipulate the ARP table on devices in the network system.

In Figure 10 is a scenario of a type of ARP spoofing attack where this attack can be
said that the Attacker is in the middle between the user and the network, so that network
traffic data can be controlled. Not only that, this attack can also block access to user data
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Figure 9: Capturing login credentials with txt file.

connected to the network, even though the user is still connected but cannot access the
internet because his data access has been blocked.

Figure 10: Overview of arp spoofing attack.

To carry out this type of attack, researchers use the evil limiter tool where this tool can
effectively carry out this type of ARP spoofing attack which aims to block access to user
data connected to the network.

In Figure 11 is the initial appearance of the evil limiter tool where this tool can di-
rectly scan interfaces and gateways on the network. Furthermore, to be able to find out all
users connected to the network, the researchers conducted scanning, namely in the form of
broadcasting on the network system found in Figure 12, the purpose of this broadcasting
is to send data to connected users, in order to find out all the hosts on the network.
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Figure 11: Initial view of evil limiter.

Figure 12: Scanning with evil limiter.

After scanning the network, researchers can find out the ARP table containing all users
connected to the same network, in Figure 13 researchers have successfully scanned the
network as evidenced by the display of all users who are currently connected.

In Figure 13 it can be seen that there are IP addresses and MAC addresses of all users
connected to the network, then researchers block data access to one of the connected users
in testing the security of the network system. By typing the command block [IP user] then
Enter on the keyboard Figure 14. This command aims to block data access to the user.

Furthermore, to see if the user has successfully blocked data access, the researcher re-
turns to the host evil limiter which aims to display the network ARP table again.

Then, in Figure 15 it can be seen that researchers have successfully carried out this type
of ARP Spoofing attack in the form of blocking data access so that the user cannot access
the internet even though the user is still connected to the network.
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Figure 13: All users connected to the network.

Figure 14: Blocking data access on one of the users.

3 Results

3.1 Reporting

Based on Table 3. is the delivery of the results of penetration testing conducted by re-
searchers using the penetration testing execution standards (PTES) method on the wireless
network of the PT. PLN UP2D S2JB office.

3.1.1 Attacking the infrastructure

In this type of attack, researchers succeeded in carrying out Aireplay-ng attacks five times,
which means that it indicates quite weak network security at the PT. PLN UP2D S2JB of-
fice. This type of attack is the most common attack used by pen-testers or attackers in
penetration testing on wireless networks.
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Figure 15: User data access successfully blocked.

3.1.2 The rogue access point

In this type of attack, researchers managed to attack the rogue access point three times in
five attacks, which means that the wireless network security at the PT. PLN UP2D S2JB
office is still quite weak and there is a gap on the user side which can be exploited by at-
tackers to enter Wi-Fi and steal user data. This greatly affects the security of the company’s
system which in the future can be utilised by irresponsible attackers.

3.1.3 ARP spoofing

In this last type of attack, researchers also managed to do it five times. This type of attack is
difficult to detect and is also very dangerous because it can cut off user data access so this
type of attack can affect employee work. If all connected users have their data access cut
off on the network with this type of attack, then all employees cannot access the internet.
This is very undesirable and can harm the company.

3.2 Anticipate Attacks

Based on what has been done penetration testing by researchers on wireless network se-
curity at PT. PLN UP2D S2JB has succeeded in identifying various weaknesses or vulnera-
bilities that exist in the network security system. So, from the results obtained, sustainable
anticipation can be carried out to improve the security of wireless networks from various
types of attacks that may potentially threaten network users. The security improvements
that can be applied based on the results of the penetration testing that has been carried out
can be seen in Table 4.

4 Conclusion

In implementing penetration testing in an institution, licensing is needed because penetra-
tion testing involves activities that can be considered as attacks on systems or networks.
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Table 3: Threat modelling
Type of Attack Tools Required Data Test Limitations Testing

Results
Status

Attacking the
infrastructure

Airgeddon WLAN net-
work SSID

Disconnecting

Successful

Successful

Successful

Successful

Successful

Low

The rogue ac-
cess point

Airgeddon WLAN net-
work SSID

Cloning the SSID

Failed

Failed

Successful

Successful

Successful

Medium

ARP spoofing Evil lim-
iter

Attacker Block data access of
users connected to
the WLAN network

Successful

Successful

Successful

Successful

Successful

Low

So that testing without a valid permit, this action can violate the law and bring legal con-
sequences to the party or person conducting penetration testing. The type of attacking
the infrastructure attack that was carried out five times and had the status of successfully
disconnecting the connected user can be interpreted as there is a vulnerability and imple-
mented IDS/IPS on the network security system of the PT. PLN UP2D S2JB office. The
rogue access point type of attack was carried out five times, three times successful and two
of them failed can be interpreted that there are still many employees who do not fully un-
derstand the use of wireless networks so there are gaps in the user side that can be exploited
by attackers. The type of ARP spoofing attack was carried out five times and with all suc-
cessful status can be interpreted that ARP binding or static ARP Entries protection has not
been implemented so there is a vulnerability gap on the sis. Network security evaluation
using the PTES method can provide an overview of the vulnerabilities or weaknesses in a
wireless network security system at PT. PLN UP2D S2JB which has many gaps to be ex-
ploited. This is evidenced by the results of 15 tests conducted, only three failed, namely
in the type of attack the rogue access point. The results of penetration testing are very
necessary and important as feedback for system managers in fixing existing vulnerability
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Table 4: Improved network security and anticipated attacks
Improved Description

Firewall configura-
tion

Enable firewall features in the form of IDS/IPS on wireless network
security.

WPA3 security con-
figuration

Use security with better encryption and apply passwords with a com-
bination of uppercase, lowercase letters, numbers, and symbols.

Configure ARP
binding or static
ARP entries protec-
tion

Reduces the possibility of ARP spoofing attacks that can be used by
attackers to take over communications in the network.

Turn off the au-
tomation feature
(auto-connect Wi-
Fi) on the user’s
device

Overcoming evil twin attacks that if you want to connect to the net-
work, you must have permission from the user’s device.

gaps and for further research development suggestions should add various other types of
attacks on different objects.
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