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Abstract: Accurate traffic generation is essential for realistic network simulations in sys-
tems such as Content Delivery Networks (CDNs), Information-Centric Networks (ICNs),
and the Internet of Things (IoT). These environments handle various types of data traffic,
from web pages and videos to sensor data and software updates. A well-designed traffic
generator enables researchers to simulate real-world workloads, test scalability, and eval-
uate the performance of caching and routing under realistic conditions. Each traffic class
has unique characteristics, including object size distributions and access patterns. Captur-
ing these differences is the key to producing meaningful simulation results. For instance,
CDN s require simulation of content popularity and delivery latency, ICNs focus on con-
tent retrieval and caching efficiency, while IoT simulations demand modeling of device
behavior and intermittent communication. To support such complex scenarios, a traffic
generator must not only mimic real user behavior but also allow flexible scaling, combi-
nation, and modification of traffic patterns. This paper presents a method for evaluating
synthetic traffic generators by comparing their output with the statistical properties of the
Zipf distribution. The focus is on assessing whether synthetic traffic accurately reflects
the heavy-tailed nature of real-world traffic as modeled by Zipf’s law. By analyzing the
frequency distribution of requests generated by the traffic model and comparing it to the-
oretical Zipf curves, the study provides insight into the fidelity of the traffic generator. We
measure the discrepancy between the simulated network traffic and the theoretical model
to evaluate the accuracy and realism of the traffic generation approach.
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1 Introduction

1.1 Background

Network simulation has become an indispensable tool in the research, development, and
evaluation of modern computer networks. As the complexity and scale of networks con-
tinue to grow, from global Content Delivery Networks (CDN) and Information-Centric
Networks (ICNs) to highly distributed and resource-constrained Internet of Things (IoT)
systems, accurate and reliable simulation environments are critical. These simulations en-
able researchers and engineers to test new protocols, optimize system architectures, and
predict performance under various conditions without the need for expensive or logisti-
cally challenging real-world deployments.

One of the most crucial components of any network simulation is the traffic generator.
Traffic generators are responsible for producing synthetic traffic that mimics the behavior
of real-world users and applications. The effectiveness of a simulation depends heavily on
how accurately the traffic generator can reproduce realistic workloads. Inaccurate or overly
simplistic traffic patterns can lead to misleading conclusions about network performance,
scalability, and reliability.

Different types of network generate highly diverse traffic profiles. For instance, CDNs
typically handle large volumes of data, including high-definition videos, dynamic web
content, and software distributions. These networks are sensitive to content popularity
and latency, requiring the simulation of varying demand patterns and caching strategies.
ICNs, on the other hand, focus on data-centric communication, where the network retrieves
data based on content names rather than host addresses. This model introduces unique
caching and forwarding behaviors that must be accurately reflected in simulated traffic.
Meanwhile, IoT networks often involve thousands or even millions of low-power devices
transmitting small, irregular data packets with sporadic activity. Simulating such scenarios
requires fine-grained modeling of device behavior, timing, and data generation patterns.

Given these variations, a single traffic generator must be flexible and sophisticated
enough to adapt to different network contexts. More importantly, its output must be val-
idated to ensure that the generated traffic resembles real-world behavior. One effective
method for such validation is comparing the synthetic traffic against a known theoretical
traffic model. In this study, we focus on the Zipf distribution, a statistical model that has
been widely observed in real-world network traffic, especially in content-centric systems.
The Zipf model captures the principle that a small number of popular items account for the
majority of access requests, a phenomenon commonly known as the "long tail" effect.

1.2 Traffic Generator

A traffic generator like TRAGEN is a tool to generate content requests such as website
names. It is developed in Python and comprises roughly 2000 lines of code. Users can
interact with it via either a graphical user interface (GUI) or through a command line inter-
face (CLI). Figure 1 displays an example of the GUI layout. To configure the tool, users are
required to provide several inputs:

* Choose hit rate mode: Decide whether the synthetic trace should replicate the origi-
nal’s Request Hit Rate (RHR) or Byte Hit Rate (BHR).
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Figure 1: GUI of TRAGEN.

Input trace size: Indicate the total number of requests that the generated synthetic
trace should contain.

Set traffic volume format: Specify the measurement unit for traffic volume in the third
column—either as requests per second or in Gigabits per second (Gbps).

Select traffic categories and assign volumes: Pick the desired traffic categories from
the first column of the table and define the corresponding volume in the third col-
umn. The resulting synthetic traffic will reflect the specified distribution. The second
column provides a brief explanation for each category, which may represent a single
traffic type (e.g., video, web, social media) or a predefined traffic mix (e.g., “EU,”
which aggregates traffic handled by a cache server located in Europe).

Initiate generation: Click the "Generate" button to allow TRAGEN to begin the syn-
thetic trace creation process.

TRAGEN is capable of generating multiple types of network traffic, making it a versatile

tool

for traffic simulation and analysis. Specifically, based on its available menu options,

TRAGEN can generate eight distinct categories of traffic that are sourced from various
servers located in Europe and the United States. These categories include video traffic,
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web traffic, mixed traffic from the United States, mixed traffic from Europe, as well as sev-
eral specialized subsets: video traffic from the U.S., image traffic from the U.S., download
traffic from the U.S,, social media traffic from the U.S., and social media traffic from Eu-
rope. All of the selected traffic traces are derived from datasets provided by Akamai Tech-
nologies, one of the world’s largest and most widely deployed content delivery network
(CDN) providers. Consequently, the synthetic traffic generated by TRAGEN is designed
to closely replicate the characteristics of real-world CDN traffic patterns, thereby ensuring
the relevance and validity of simulation results for research and performance evaluation in
network environments.

1.3 Contribution

This research investigates the ability of a synthetic traffic generator to accurately replicate
network traffic patterns predicted by the Zipf model. We aim to analyze how closely the
generated traffic aligns with the expected distribution and to identify any discrepancies
that may affect the validity of the simulation. The evaluation includes statistical compari-
son, distribution fitting, and error measurement to assess the realism of synthetic traffic.

By exploring the gap between theoretical traffic models and synthetic traffic generation,
this study contributes to the development of more accurate and reliable network simula-
tion frameworks. The findings will be valuable for researchers working on network perfor-
mance analysis, protocol design, and system optimization in diverse network architectures
such as CDN, ICN, and IoT.

2 Related Works

This section provides an overview of prior research and developments relevant to the field
of traffic generation and modeling. It highlights significant studies, methodologies, and
technologies that have shaped this area, identifying both strengths and limitations in exist-
ing approaches.

The synthetic traffic model introduced by [1] was designed to support cache evaluation
in Content Delivery Networks (CDNs), using real-world data from Akamai servers in the
USA and Europe. While the model incorporates multiple traffic types, it lacks configurable
request distributions, limiting its utility in accurately simulating network conditions in a
controlled test-bed environment.

Breslau et al. [2] demonstrated that web request traffic exhibits a Zipf-like distribution,
characterized by a content popularity skewness parameter typically ranging between 0.6
and 0.85. This distribution was further validated in the context of video traffic by Cha [3],
and corroborated by subsequent studies such as [4], [5], and [6,7]. These findings underline
the importance of aligning synthetic traffic generators with realistic demand distributions
to ensure credible simulations.

Various synthetic traffic generators have been proposed since then. For example, ForTT-
Gen [8] focuses on generating traffic for malware forensic analysis training. Similarly,
Nguyen-An et al. [9] introduced an IoT traffic generator tailored for anomaly detection,
while Shi et al. [10] proposed a trace-based approach to Internet traffic generation. More
recent innovations include PAC-GPT [11], which leverages generative pre-trained trans-
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formers to synthesize network traffic with high fidelity, and FPGA-based traffic generators
designed for speed and extensibility [12].

Patil et al. introduced UTGen [13], a traffic generator classified based on its synthetic
traffic generation mechanisms, and also provided a comprehensive survey of existing tools
in the domain [14]. Additionally, Matou$ek and Korcek [15] developed a precise packet
generator for both IPv4 and IPv6 networks using the NetCOPE platform. These tools re-
flect a growing diversity of approaches in synthetic traffic generation, addressing various
network conditions, protocol types, and application scenarios.

Based on this collective body of work, it becomes evident that synthetic traffic genera-
tors must not only reproduce volume and timing characteristics but also replicate statistical
properties—such as Zipf-like distributions—to enhance simulation realism and reliability.

3 Relevant Theory

In this section, we discuss the related theory that was used in this paper. The request model
that models the request pattern by previous research is briefly described. Furthermore, the
mean square error (MSE) is used to analyze the gap between theory and traffic generator.

3.1 Request Model

The distribution of requested content followed a Zipf distribution with skewed parameter
a due to some studies reporting the request distribution of various types of digital content.
Websites and user-generated videos followed the Zipf distribution as reported in [2] and
[16]. Breslau et al. said that the request count of web-pages obeyed the Zipf distribution
with a parameter o between 0.64 and 0.83 in [2]. Moreover, Mahanti et al. showed that
it was between 0.74 and 0.84 in [16]. The request count of YouTube videos obeyed the
Zipf distribution with a parameter « about 0.8 in [3]. Therefore, we assumed that o was
between 0.2 and 1.5 in our test-bed to cover all possible request distribution regarding
content popularity on the internet.
The Zipf distribution is defined as:

1/ka

Plkia,N) = —+"——
( ) ZnNzl 1/n~

)

where:

* kis the rank of the element (e.g., 1,2, 3, ...),

* «is the exponent characterizing the distribution,

e N is the total number of elements,

* The denominator is the generalized harmonic number up to N.

Figure 2 presents the probability density function (PDF) of the Zipf distribution, which
is characterized by the content skewness parameter, «. This parameter, o, determines the
shape of the distribution’s tail. A higher « value indicates that a small number of con-
tent objects account for the majority of the access frequency, reflecting a highly skewed
distribution. In contrast, a lower « value implies that access frequencies are more evenly
distributed across a larger set of content objects, resulting in a flatter PDF curve.
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Figure 2: Zipf distribution.

3.2 Root Mean Squared Error

The Root Mean Squared Error (RMSE) is a commonly used metric to evaluate the accu-
racy of predictive models. It is defined as the square root of the average of the squared
differences between the actual values y; and the predicted values ;. Mathematically, it is
given by:

The Root Mean Squared Error (RMSE) is defined as:

@)

where:

e y; is the actual value,
® g, is the predicted value,
e 7n is the number of observations.

RMSE emphasizes larger errors due to the squaring of the differences, making it par-
ticularly useful when large deviations are more significant. The result is expressed in the
same units as the target variable, which makes interpretation straightforward. A lower
RMSE indicates better model performance, while a higher RMSE suggests poorer predic-
tion accuracy. RMSE is widely used in regression analysis, time series forecasting, and
other quantitative modeling contexts.
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4 Numerical Evaluation

We conduct a simulation test-bed to compare the traffic characteristics generated by two
distinct sources: TRAGEN, a synthetic traffic generator, and a Zipf-based traffic generator
implemented in the Python language in the same environment. The objective was to eval-
uate the difference between these two traffic models in terms of how well they replicate
real-world content request distributions. The Zipf generator was constructed using Python
3.7, based on the commonly accepted Zipf distribution, which is known to represent con-
tent popularity on various digital platforms such as websites and video-sharing services.
The machine and software specifications used in this simulation are shown in Table 1.

Table 1: Hardware and software setup

Paramater Value
Number of unique content 10000
Number of request 100000
Request rate 100 req/s
Request skewness () 02-15
CPU Ryzen 7
(OR) Ubuntu 24.04 LTS
Programming language Python 3.7

Both generators were configured to produce interest packets asynchronously at a rate of
approximately 100 packets per second, simulating high-throughput conditions. The Zipf
generator produced traffic based on a skew parameter «, which was varied between 0.2
and 1.5, in line with previous studies. For example, Breslau et al. [2] and Mahanti et al. [16]
found « values ranging from 0.64 to 0.84 for web traffic, while a values around 0.8 have
been observed in YouTube traffic [3].

To assess the accuracy and similarity of TRAGEN-generated traffic in comparison to
the theoretical Zipf distribution, we collected and analyzed packet request frequency data
from both generators. Each simulation run captured approximately one hundreds thou-
sand packets, and the experiment was repeated ten times at random intervals to ensure
statistical robustness. From the collected data logs, we extracted the request frequencies
and compared them using the Root Mean Squared Error (RMSE) metric. This allowed us to
quantitatively evaluate the deviation between the synthetic traffic produced by TRAGEN
and the expected distribution from the Zipf model.

Through this simulation-based evaluation, we aim to highlight the effectiveness and
limitations of TRAGEN in emulating realistic traffic patterns observed in modern networks.

5 Results and Discussion

As shown in Figure 3, the distribution patterns generated by Tragen for the nine different
traffic types generally follow the Zipf distribution, although the degree of tail skewness
varies across traffic categories. For instance, the mixed traffic from the United States and
Europe exhibits similar distributional characteristics, suggesting comparable access pat-
terns in these regions. This observation highlights the ability of Tragen to realistically
emulate distinct traffic behaviors that reflect real-world content popularity distributions.

*  https://ejournal.ittelkom-pwt.ac.id /index.php/infotel
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Figure 3: Tragen traffic distribution.

To further assess the accuracy of the simulated traffic and to quantify the degree of fit be-
tween the empirical data and the theoretical Zipf distribution, we apply the Root Mean
Square Error (RMSE) as an evaluation metric. The RMSE enables us to systematically iden-
tify the skewness parameter, «, that best aligns with the theoretical model proposed in
prior studies. By employing this approach, we can rigorously evaluate how closely the
generated traffic traces approximate the expected statistical properties, thereby enhancing
the validity of subsequent simulation and analysis efforts.

Figure 4 displays the relationship between Content Skewness, o and RMSE Values
across various traffic types. As the content skewness increases, the RMSE values rise for
all traffic types, indicating that larger content skewness leads to higher prediction errors.
The Video Traffic (cyan) and Web Traffic (red) exhibit the lowest RMSE values, suggesting
that these traffic types are less affected by changes in content skewness. In contrast, traffic
types like Social Media Traffic of US Subset (orange) and Social Media Traffic of EU Subset
(purple) show the highest RMSE values, meaning they experience larger prediction errors
as skewness increases. Other traffic types, such as Mix Traffic from EU (blue), fall some-
where in between, highlighting that different traffic categories exhibit varying sensitivities
to content skewness.

Moreover, the results indicate that 75% of the mixed traffic and specific content types,
including video and web traffic, are concentrated around an « value of approximately 0.6.
In contrast, the remaining traffic types, particularly those from regional subsets, exhibit
content skewness « values that deviate significantly from the 0.6 to 0.8 range. This disparity
is clearly described in Table 2, which highlights the differences in content skewness across
various traffic types.
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Figure 4: Root mean square error between tragen and Zipf distribution.

This trend suggests that the errors in predicting these traffic types are influenced by the
degree of content skewness, with some types being more susceptible to changes. Traffic
categories with higher RMSE values, particularly the social media-related types, may re-
quire additional optimizations in data processing or modeling techniques to mitigate these
prediction errors. The graph offers valuable insights into how content characteristics, like
skewness, can impact the accuracy of traffic predictions, potentially guiding improvements
in forecasting models for these traffic types.

Table 2: The lowest RMSE value with standard deviation

Traffic type a RMSE Value =+ Std Dev
video 0.6 (3.02+0.11) x 107°
web 0.6 (4.06 +0.14) x 107°
Mix traffic of US 0.4 (3.4440.12) x 107°
Mix traffic of EU 0.6 (4.41 £0.15) x 107°
Downloads Traffic of US Subset 0.2 (8.60 & 0.30) x 107°
Images Traffic of US Subset 0.2 (1.04 4 0.04) x 1074
Social Media Traffic of US Subset 0.5 (1.274+0.04) x 1074
Web Traffic of US Subset 0.4 (8.95+0.31) x 107°
Social Media Traffic of EU Subset 0.4 (1.24 4+ 0.04) x 1074
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6 Conclusion

The above discussion highlights how content skewness, as represented by the Content
Skewness, influences the RMSE values across various traffic types. Previous studies have
demonstrated that internet traffic often follows a Zeta-Indexed Power Law (ZIPF) distribu-
tion, with « values typically ranging from 0.6 to 0.8. This range is consistent with the trend
observed in the graph, where traffic types with lower « values (closer to 0.6) generally ex-
hibit lower RMSE values, indicating more predictable traffic patterns. In contrast, higher «
values, which reflect more skewed content distributions, correspond to a marked increase
in prediction errors, especially for traffic types such as Social Media Traffic. These findings
underscore the significance of understanding the underlying distribution of internet traf-
fic when developing prediction models. By optimizing models within the typical « range
observed in internet traffic (0.6 to 0.8), it may be possible to reduce prediction errors and
enhance accuracy, particularly for traffic types exhibiting higher skewness.
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