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Abstract: The increasing risk of data interception during file transmission over open net-
works requires the development of secure communication systems. This study proposes a
secure file transfer scheme that integrates the Advanced Encryption Standard (AES) with
a 256-bit key and One-Time Password (OTP)-based authentication over socket program-
ming. The system ensures that only verified users can transmit files by requiring password
log-in and OTP verification via email. Upon successful authentication, files are encrypted
using AES-256 before being transmitted over a TCP/IP socket connection. The implemen-
tation is carried out in Python using Visual Studio Code, with performance evaluated based
on encryption time, transfer speed, and resistance to brute-force attacks. Various file types
and sizes, including text, documents, images, audio, video, and compressed files, were
tested to validate the robustness and efficiency of the system. The results show that the
proposed system maintains high data integrity, enforces strong access control, and effec-
tively resists unauthorized access, making it suitable for applications requiring secure file
exchange.

Keywords: AES-256, one-time password (OTP), socket programming, user authentication,
secure file transfer, brute-force resistance

1 Introduction

In the era of digital communication, the risk of data interception during transmission has
increased significantly, especially in open network environments. Socket programming
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enables devices to exchange data efficiently over TCP-IP, but it also exposes communication
to potential threats such as sniffing, phishing, and brute-force attacks [1–3]. If exploited,
these vulnerabilities can lead to serious consequences, including identity theft and financial
losses [4].

To address these challenges, cryptography plays a critical role in ensuring the confiden-
tiality and integrity of data during transmission. Among various encryption algorithms,
the Advanced Encryption Standard (AES) stands out due to its balance of performance
and security. In particular, AES-256, with its longer key length and 14 processing rounds,
provides greater protection than AES-128 and AES-192 [5]. It is well-suited for implemen-
tation even in systems with limited memory, making it practical for a wide range of appli-
cations [6].

Previous studies have explored encryption performance and file transfer over sockets.
Meko [7] compared the performance of DES, AES, IDEA, and Blowfish in terms of encryp-
tion time and output size, but did not consider authentication mechanisms. Anshori [8]
successfully implemented file transfer via socket programming but did not incorporate
any encryption, thereby exposing the data to potential interception. Other research by En-
drayanto et al. [9] and Kheshaifaty & Gutub [10] addressed encryption in IoT and secure
log-in systems, respectively, but did not integrate one-time password (OTP)-based authen-
tication with encrypted file transmission over sockets. Meanwhile, Dian et al. [11] evalu-
ated AES with varying key lengths (128, 192, and 256 bits) in the context of login systems
for mobile applications. The study revealed that longer keys increased security, but also
required more processing time. Although informative on key size effects, the study did not
implement or evaluate file transmission systems or OTP mechanisms.

To fill this gap, this study proposes a secure file transfer system that uniquely integrates
AES-256 encryption with OTP-based authentication within a socket programming frame-
work. Unlike existing socket-based file transfer approaches that focus solely on encryption,
the proposed system enforces a two-step authentication process: password verification fol-
lowed by an email-based one-time password (OTP), ensuring that only legitimate, actively
verified users can initiate file transmission. After successful authentication, files are en-
crypted with AES-256 and transmitted securely over a TCP/IP socket, thereby strengthen-
ing access control and data confidentiality while maintaining efficient file transfer perfor-
mance.

The system’s performance is evaluated based on encryption time, file transfer speed,
and resistance to brute-force attacks, using tools such as CrypTool. Various file formats are
tested—including text, images, audio, and video—to assess the system’s robustness and
versatility. The results demonstrate that this integrated approach significantly improves
the security of file transmission in network environments.

2 Preliminaries

This section introduces the fundamental concepts underlying the proposed secure file
transmission system, including the AES-256 encryption algorithm, socket programming,
and brute-force attacks.
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2.1 AES-256 Encryption

The AES is a symmetric block cipher standardized by the National Institute of Standards
and Technology (NIST) in 2001. It supports three key lengths: 128, 192 and 256 bits, cor-
responding to AES-128, AES-192, and AES-256, respectively. Among these, AES-256 offers
the highest level of security due to its 256-bit key size, which provides 2256 possible keys,
making brute force attacks computationally infeasible with existing technology [12, 13].

AES encrypts data in fixed-size 128-bit blocks, and AES-256 performs 14 rounds of
transformation operations. Each round consists of four stages:

1. SubBytes: Byte substitution using an S-box.
2. ShiftRows: Row-wise permutation.
3. MixColumns: Column-wise mixing using matrix multiplication.
4. AddRoundKey: XOR with the round key.

The AES-256 key schedule (key expansion algorithm) generates 15 round keys from the
initial key, contributing to its resistance to differential and linear cryptanalysis [14].

AES-256 is widely adopted in high-security applications such as VPNs (IPsec), TLS,
BitLocker, PGP, and Secure File Transmission, due to its compliance with international
standards (e.g., ISO / IEC 18033-3) and its proven resistance to known cryptanalytic at-
tacks [15, 16]. In this research, AES-256 is utilized to encrypt the file contents before trans-
mission, ensuring data confidentiality even if the transmission channel is intercepted.

2.2 Socket Programming

Socket programming is essential for network communication, providing a standardized
interface for connecting client and server programs. A socket is an abstraction denoting
endpoints in a network connection, characterized by a unique combination of an IP address
and a port number, which facilitates data transfer using network protocols such as TCP/IP
and UDP [17]. Socket communication involves creating a socket, binding it to an address,
listening for incoming connections, accepting those connections, transmitting and receiving
data, and finally terminating the connection, as illustrated in Fig. 1 [18]. Fig. 1 serves as the
basis for our socket programming. Typically, the client initiates contact, whilst the server
passively awaits a response to the client’s request [19].

Typically, the client initiates the dialogue while the server remains silent, awaiting the
client’s request [18]. Socket programming facilitates the development of client-server ap-
plications, consisting of a client program and a server program, within a distributed com-
puter environment [19]. A bidirectional connection between client and server applications
operating within a network environment is called a socket [20]. Provides a reliable com-
munication system for two computers. Python’s socket library is used alongside auxiliary
libraries like tqdm for transfer monitoring and pycryptodome for AES implementation.

2.3 Brute-force Attacks

Brute force is a common attack technique in which an adversary systematically tries all
possible keys or passwords until the correct one is found. Although AES-256 is theoreti-
cally resistant due to its vast key space (2256 combinations), this study includes brute-force
testing using CrypTool to simulate attack scenarios and verify the encryption’s robustness
against such attempts.
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Figure 1: TCP client-server socket programming.

3 Methodology

This section presents the system design, implementation details, and evaluation approach
for the proposed secure file transfer system. The methodology encompasses the hardware
and software setup, system workflow, authentication and encryption mechanisms, and test
scenarios used to assess performance and security.

Table 1: Tools and environment
Tools Environment

Client device Intel Core i7 (16 GB RAM, Windows 11)
Server device Intel Core i5 (4 GB RAM, Windows 10)
Programming language Python 3
Editor Visual Studio Code
Libraries pycryptodome for AES, smtplib and

email.mime.text for OTP email, socket for
communication, tqdm for transfer monitoring

Testing tools CrypTool for brute force simulation
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Figure 2: OTP code transfer.

3.1 System Overview

The proposed system integrates two main components: the authentication layer, which
verifies user identity using one-time passwords (OTPs) and email-based passwords, and
the encryption and transmission layer, which encrypts user-selected files using AES-256
and transfers them securely via socket programming.

Users must pass OTP-based authentication before initiating any file transfer. Encrypted
files are sent from a client to a server over a local TCP/IP socket connection, where they
are decrypted and stored securely. Meanwhile, the tools and implementation environment
of this study are provided in Table 1.

Figure 3: User verification check on database.

3.2 System Workflow

The test was conducted to implement and evaluate the authentication system, and the
file sending process is running safely in the execution of encryption. The program was
created with Python, interpreted through Visual Studio Code, and run with Windows
Powershell. The system is implemented in four primary Python modules, including
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Figure 4: User verification check on database.

TinyDB.py to handle user data, registration, and login authentication Figure 2, and Fig-
ure 3), Send_mail.py to send OTP via email using Gmail SMTP, Client.py to handle
file selection, encryption, and transmission, and Server.py to receive encrypted files and
perform decryption. The system operates through the following steps:

Table 2: OTP Authentication Result
Scenario OTP Attempts Result System Response

1 Correct on 1st try Success Access granted
2 Incorrect on 1st, Success Access granted

correct on 2nd
3 Incorrect on all Failed Access denied,

three attempts forced re-login

3.2.1 User registration/login

Users enter their username, password (MD5 encrypted), and email address. For login,
credentials are verified against a local JSON database using TinyDB.
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Figure 5: User verification check on database.

3.2.2 OTP verification

A 6-digit OTP is randomly generated and sent to the user’s email. The user is given three
attempts to enter the correct OTP. Failure results in system lockout.

3.2.3 File selection and encryption

Upon successful login and OTP verification, users can select a file for transmission. The file
is encrypted using AES-256 in CBC mode. A private key is required to initialize encryption.

3.2.4 File transmission

Encrypted files are transmitted over TCP/IP sockets from the client to the server. The file
metadata (name, size, and encryption key) is sent ahead of the file chunks.
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Table 3: File Encryption and Transmission Performance in Same File Size Dataset (3,143 KB
each)

File Type Encryption Client Server Client Server
Time (s) Speed (KB/s) Speed (KB/s) Time (s) Time (s)

.txt 0.02 771 719 4 4

.rar 0.02 586 569 5 5

.pdf 0.00 621 427 5 7

.docx 0.00 935 877 3 3

.jpg 0.00 936 900 3 3

.png 0.00 544 523 5 6

.mp3 0.00 646 625 4 5

.mp4 0.02 854 797 3 4

Table 4: File Encryption and Transmission Performance in Different File Size Dataset
File Size Encryption Client Server Client Server
Type (KB) Time (s) Speed (KB/s) Speed (KB/s) Time (s) Time (s)

.txt 1,101 0.00 3.62 2.77 0 0

.rar 27,718 0.08 3.11 3.03 9 9

.pdf 29,891 0.11 2.17 2.03 14 15

.docx 9,035 0.02 2.12 1.84 3 5

.jpg 20,043 0.05 2.12 2.00 9 10

.png 12,367 0.02 3.12 2.84 4 4

.mp3 6,189 0.02 3.12 2.82 2 2

.mp4 2,117,963 2.03 1.81 1.71 1,197 1,268

3.2.5 Decryption and storage

On the server side, the file is decrypted using the received key and stored in its original
format. The encrypted file is deleted after successful decryption.

3.3 Test Scenarios

Three sets of test cases are performed:

3.3.1 OTP authentication testing

The objective is to validate OTP correctness and ensure the system enforces lockout after
multiple failed attempts. The test measures how the system responds to varying OTP input
attempts, including success at the 1st, 2nd, or 3rd try.

3.3.2 File encryption and transmission testing

The objective is to assess how encryption and transmission perform with different file types
and sizes. Eight file types (.txt, .docx, .rar, .pdf, .jpg, .png, .mp3, .mp4) are tested. Two size
scenarios are included: identical size (3,143 KB) and varied size (up to 2 GB). Collected
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metrics include encryption time, file size before/after encryption, transfer speed (KB/s),
and completion time.

3.3.3 Brute force testing

The objective is to determine how resistant AES-256 encryption is to brute-force attacks.
We use CrypTool to simulate brute-force attacks on encrypted AES-256 files, evaluating the
time required for decryption attempts with incorrect keys.

4 Results and Discussion

This section presents system testing results, including OTP authentication reliability, en-
cryption and transmission performance, and brute-force resistance. The objective is to val-
idate the effectiveness, efficiency, and security of the secure file transfer system.

4.1 OTP Authentication Results

To assess the robustness of the OTP-based authentication mechanism, three test scenarios
were conducted, as shown in Table 2. In all cases, the system behaved as expected, includ-
ing accepting correct OTPs, locking access after three failed attempts, mitigating brute-force
attacks, and delivering OTPs via email via SMTP with SSL. This confirms that the OTP
mechanism effectively enforces access control and prevents unauthorized access.

4.2 File Encryption and Transmission Performance

The evaluation of file encryption and transmission performance focused on measuring the
efficiency of the system when handling various types and sizes of files. This included
evaluating the encryption time, transmission speed, and overall file transfer duration on
both the client and the server side. The analysis was carried out under two controlled
scenarios: (1) transmission of files with uniform sizes and (2) transmission of files with
varying sizes and formats. In both scenarios, files were encrypted using AES-256 in CBC
mode before transmission through TCP sockets.

4.2.1 Same file size scenario

In this scenario, eight different file types were standardized at 3,143 KB each. The results
are summarized in Table 3, which presents the encryption time, the client and server trans-
fer speeds, and the total time taken on both ends. The encryption process was introduced
with minimal delay, demonstrating the efficiency of AES-256. The transfer speeds ranged
from 500 to 950 KB/s, and all file types were successfully transmitted in less than 7 sec-
onds. Media files such as .jpg and .mp4 exhibited higher throughput than structured or
compressed formats. A visual comparison of the transfer speeds between the client and
the server is provided in Fig. 6.
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Figure 6: Comparison of transfer speed between client and server in the same (KB/s) and
different (MB/s) file size group.

4.2.2 Different file size scenario

This test involved file sizes ranging from 1 MB to more than 2 GB, allowing evaluation
of scalability and robustness. Table 4 presents the encryption time and transmission per-
formance for each type of file. In particular, a 2.1 GB *.mp4 file was encrypted in just
2.03 seconds and transmitted without data loss, indicating the system’s ability to handle
large-scale transfers reliably. Smaller files showed encryption times below 0.1 seconds and
transfer speeds between 2–3 MB/s. Comparisons of transmission time for files of the same
size and different sizes are depicted in Figure 7, showing consistent performance on both
the client and the server sides, despite variations in file type and size.

4.3 Brute Force Resistance

A cryptographic robustness test was conducted using CrypTool to simulate a brute-force at-
tack on an encrypted phits.txt file. The AES-256 algorithm, a symmetric block cipher with a
256-bit key, is mathematically resistant to exhaustive searches. Despite CrypTool’s attempt
to recover the key, the attack failed due to the large keyspace involved. This aligns with the
theoretical cryptographic security assumptions that AES-256 is secure against brute-force
attacks, provided the key is generated randomly and properly managed. During simula-
tion, no memory leakage, key inference, or pattern recognition was observed, confirming
the correct implementation and strength of the AES-256 encryption.

The use of CBC mode adds complexity by chaining blocks, thereby preventing known-
plaintext and ciphertext-prediction attacks. This test validates the cryptographic integrity
of the file transfer mechanism and confirms that even if an attacker intercepts encrypted
files during transmission, they cannot recover meaningful content without the correspond-
ing decryption key. When combined with an OTP-based authentication system, the sys-
tem achieves a high level of security assurance. The brute-force resistance test effectively
demonstrates that the AES-256 encryption layer provides strong confidentiality guaranties
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and is suitable for securing sensitive files in real-world network environments. The brute-
force testing process is shown in Figure 8. Meanwhile, the result of brute force testing of
encrypted file.txt is shown in Figure 9. It can be seen that to be able to guess using the
brute-force method, the estimated time required is very long, which is 5.5× 1063 years.

Figure 7: Comparison of transmission time (s) between client and server in same and dif-
ferent file sizes.

5 Discussion

The result confirms that integrating AES-256 encryption with email-based OTP authentica-
tion provides a secure and efficient solution for file transfer. The OTP mechanism improves
access control by limiting login attempts and requiring time-sensitive email codes, effec-
tively mitigating brute-force and dictionary attacks. AES-256 in CBC mode provides strong
encryption across various file types with minimal performance impact. Transmission tests
showed stable speeds and scalability, even for large files, with minor variations attributed
to hardware and file characteristics. Brute-force simulations using CrypTool validated the
cryptographic robustness of the system, making it suitable for secure data exchange within
internal networks or private cloud environments.

6 Conclusion

This study presents a secure file transfer system that integrates AES-256 encryption with
OTP-based authentication using socket programming, ensuring that only verified users can
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Figure 8: AES key length selection for brute force test.

Figure 9: Brute force test results file.txt.

transmit data securely. Testing in various types and sizes of files confirmed that the system
provides strong encryption with minimal processing time, stable transmission speeds, and
robust resistance to brute-force attacks. The OTP mechanism effectively prevents unautho-
rized access, while AES-256 ensures data confidentiality. The system successfully handles
large file transfers without data loss, demonstrating its scalability and reliability. In gen-
eral, the proposed approach offers a practical and secure solution for file transmission over
networks, with potential future enhancements including digital signature support and a
graphical user interface for improved usability.
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