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Abstract — Information security serves to avoid damage or loss caused by attack activities during the communication process.
Information security aspects are Confidentiality, Integrity, and Availability (CIA). A web server is a service provider that is
used to receive HTTP requests that work on port 80 which is more vulnerable to attack threats. Threats of attacks that can
occur on the web server are port scanning, Brute Force and DDoS. Intrusion prevention system is a solution that can maintain
network security from various attacks. Intrusion prevention system acts as a protector on the network by detecting and
preventing suspicious traffic on a network. In this study, the intrusion prevention system uses the snort and IP-Tables tools as
well as the signature based detection method. The test is carried out using two scenarios, namely before IPS is activated and
after IPS is activated. The results of the study are that the three attacks tested have different characteristics of cause and
effect. Port scanning and Brute Force attacks can be prevented by IPS because the characteristics of both attacks are easily
recognized by the rules in the snort database. In DDoS attacks, snort only speeds up the attack time to be accessible again
because the characteristics of slow HTTP attacks are sending incomplete packets in large numbers gradually and maintaining
connection session times so that it is difficult for Snort to recognize. In a DDoS attack with an action rule drop, the web
server can be accessed again at 160 seconds while the reject rule action can be accessed again at 145 seconds where the
normal attack time can be accessed again at 165 seconds. In CPU usage, IPS can reduce usage by 9.2 % on DDoS attacks.
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vulnerable to attack threats. Several attack threats that
can occur on the web server are port scanning, Brute
Force and Distributed Denial of Service (DDoS). One

I. INTRODUCTION

The advancing times have led to an increase in

internet use and utilization across all industries and
activities. Based on data from the news website
surat.com, there were 202.6 million internet users in
Indonesia as of January 2021 [1]. The information
security system serves to prevent damage or loss of data
caused by attack activities during the communication
process. Various threats of attacks on the security
of telecommunications networks greatly affect the
aspects of confidentiality, integrity, and availability of
service providers. Based on data from the National
Cyber Security Operations Center (POKSN) and the
National Cyber and Crypto Agency (BSSN), there were
88,414,296 cases of cyber attacks in Indonesia, from
January 1, 2020, to April 12, 2020 [2].

As a service provider and user interface used to
receive HTTP requests, the web server is the most

solution that can be done by network administrators
to minimize the possibility of attacks that occur is by
implementing an Intrusion Prevention System (IPS).
IPS itself is software for monitoring, detecting and
preventing intrusion of suspicious activity on network
traffic and is a combination of the Intrusion Detection
System (IDS) and firewall function. IDS is a method
that can be used to identify, provide reports on network.
Activities and firewall are a technique used to protect
computer network security by filtering incoming and
outgoing data packets on the network [3], [4].

The network security attacker will study, analyse,
modify, and even steal data on the target system where
changes or system damage can hinder the course of
user activities. Hackers typically target servers with the
intention of uncovering security weaknesses, obstructing



service providers from providing their services, seeking
profit, or simply showcasing their expertise [5]. Aspects
of Confidentiality, Integrity, and Availability (CIA)
are common problems [6]. Various kinds of attacks
in this study such as DDoS and Denial of Service
(DoS) were carried out with the aim of exhausting
the connectivity and processing of the target server
resources which could allow obstacles to access services
by legitimate users where the type of slow HTTP is
a new class of DoS attack that exploits vulnerabilities
in the application layer [7]. Brute force, where the
attacks use the matchmaking list method or in other
words match words to find the password that is being
searched for [8]. Port scanning is used to find active
or open ports on a computer network and so on [9].

In 2020, Alamsyah, et al. [10] do a study Analisa
Keamanan Jaringan Menggunakan Network Intrusion
Detection and Prevention System” conducted research
by building an IPS system that uses Suricata and IP-
Tables as a firewall which works with signature-based
mode and with NIDPS mode. In its implementation,
the authors identified that the research did not build
a network using NIDPS but with HIDPS, because the
protected side is a web server where, when a server
or host is attacked by attackers on the Suricata side,
it cannot detect and stop the attack. In 2018, Putra,
et al. [11] doing study “Implementasi dan Analisis
Keamanan Jaringan Virtual HIPS Snort Pada Layanan
Web Server Dengan Penyerangan DoS dan DDoS”
found that HIPS can recognize and withstand attacks
both TCP and Syn Flood. The HIPS presentation can
block attacks on 1 attacker, which is 97.98% and 97.8%
on 4 attackers. Test results on bandwidth found no
significant difference between the attacks of 1 attacker
with 4 attackers. The data transfer rate used in this
study is about 20 Mbps.

In 2019, Suwanto, er al. [12] conducted a study
“Implementation of Intrusion Prevention System (IPS)
Using Snort and IPTables on Website-Based Local
Network Monitoring”. In this study, it can detect and
prevent attacks with a success percentage of 90% on
ping of death attacks and 85% on port scanning attacks.
However, because the prevention system used is IP
blocking on IP-Tables and rules that are still very
common, it allows legal users to be detected as attackers.
To overcome the weaknesses that exist in research [12],
in this study, an option rule that is more specific and
closer to the characteristics of the attack is used so
that attack prevention can be carried out appropriately
so that legal users are no longer detected as attacks.
IPS, which the server can use to detect and block
an external action that is considered suspicious by a
network [13]. The tools used are Snort and IP-Tables
which are implemented by the NIPS method, where IPS
not only protects one host but protects all hosts on the
network [12], [14]. In addition to maintaining security,
this study analyzes the characteristics of each attack

that occurred based on the CIA Triad aspect. In this
study, it was carried out at the application layer where
this layer will provide an interface to the application
that we are using to exchange information so that it is
the most vulnerable part to be attacked [15].

The tools used for the attack include NMAP which
is used for the application layer to provide an interface
to the application that we are using to exchange
information, Hydra is used to break passwords and
usernames according to the wordlist that has been
created, and Slowhttptest is used to exploit existing
vulnerabilities in the application layer [14], [17], [18].
In this study, the device used to analyze packets is
Wireshark [19].

Based on this background, the purpose of this
research is to implement IPS as a security server. Then,
this research will analyze the characteristics of each
attack that tried to enter the server based on the CIA
Triad.

II. RESEARCH METHOD

In this section, we discuss the flowchart, network
topology, IPS server configuration, tools of attacker
configuration, and system test.

A. Research Flowchart

This stage is the flow of the scheme during the
research include of the literature study, setting up
the device until the result analysis of testing and
measurement. The flowchart of this research consist of
several steps as shown in Fig. 1.

B. Network Topology

The topology used in this study consists of a server
in which there is an IPS server and a web server, two
switches, an attacker PC, and a client PC. In this study
there are two experimental scenarios. Fig. 2 is the
first scenario, namely the network topology before
configuring the IPS rule and Fig. 3 is the second
scenario, namely the network topology after configuring
the IPS rule.

C. IPS Server Configuration

At this stage, the author configures Snort which acts
as an IPS. The configuration stages are divided into
several parts, including Snort.lua configuration, rule
file configuration, IP-Tables configuration and Snort
activation.

In the snort.lua configuration file there are several
commands that must be adjusted, including the
declaration of HOME_NET and EXTERNAL _NET,
as well as the declaration of the directory that will be
used to store logs. Configuring inline.lua is done to
specify the method used as the inline mode. In this
study, the inline method used is nfq with queue = 0.

In this study, three rules are used to be used in
different attacks and then use the ’reject’ action where
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Port Scanning attacks can be seen in Fig. 4, the rules
used for brute force attacks can be seen in Fig. 5, the
rules used for DDoS attacks are shown in Fig. 6 and
the configuration used for IP-Tables is shown in Fig. 7.

reject tcp any any -> any any (msg: "TCP Port
Scanning!!!"™; sid : 10000003; rev : 1; flags
: 5; flow : stateless; classtype : attempted-
recon;)

Fig. 4. Rule Snort attack port scanning.
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Fig. 2. Topology before IPS rule configuration.

each packet will be dropped and recorded in the log
then will send a TCP reset [20]. The rules used for
Port Scanning attacks can be seen in Fig. 4, the rules
used for brute force attacks can be seen in Fig. 5 and
the rules used for DDoS attacks are shown in Fig. 6.

This study uses three rules and configuration
IPTables to be used in different attacks and then uses
the ’reject’ action where each package will be dropped
and logged then sends a TCP reset. The rules used for

Brute Force ke Web Server"; content : "Login
P 0 Gagal" ; sid : 1000005 ; rev : 1 ; classtype
liamam) [ — : attempted-admin ; detection filter : track
nl ,'}JWebServer[192158.100.2f24] by_src, count 5, seconds  10; flow :
stateless:)
I 1
T Attacker 1[192.168.200.3/24] .
Fig. 5. Rule Snort attack brute force.
drop tcp any any -> any 80 (msg: "DDoS HTTP

Flooding!!!"; flow:to_server,established;
flags: PA; detection filter: track by dst,
count 200, seconds 30; classtype:attempted-
dos; sid:1000008; rev:1;)

reject tcp any any -> any 80 (msg: "DDoS HTTP
Flooding!!!"; flow:to server,established;
flags: PA; detection filter: track by dst,
count 200, seconds 30; classtype:attempted-
dos; s5id:1000008; rev:1l;)

Fig. 6. Rule Snort attack DDoS.

IPTABLES -I FORWARD -j NFQUEUE
IPTABLES -I INPUT -j NFQUEUE
IPTABLES -I OUTPUT -j NFQUEUE

Fig. 7. Configuration IP-Tables.

D. Tools of Attacker Configuration

This stage is carried out when preparing the device
to carry out an attack. The author configures the tools
that will be used to support testing attacks on the server.
The tools used include Wireshark, NMAP, slowhttptest
and Hydra.

In the configuration of tools for Port Scanning
attacks, there are several tools that need to be prepared.
The tools used are Wireshark and NMAP. Wireshark
tools are used as an initial step carried out by attackers



to simply see the target IP address. This attack is used
to find out the port gap of the target host with the
NMAP -sS 192.168.100.2 command. The type of Port
Scanning used in this study is SYN Scan, where the
attacker will send a SYN packet, then if the port on the
target is open, then the target will send a SYN-ACK
packet reply, then the attacker will send an RST packet
to close the network before the connection ends.

In the configuration of tools for brute force attacks,
there are several things that need to be prepared. The
tools used are Hydra and two supporting files in
the form of a username list file and a password list
file. In the configuration of tools for DDoS attacks,
Slowhttptest aims to exploit HTTP GET or POST
requests on the server so that it can result in the inability
of the server to perform services. In this attack there
are 5 times with the attack parameters in the Table 1.

able 1. DDoS Attack Parameters

No Parameeter Value
1 Number of connections 1000
2 Action time 160s
3 Method GET
4 Connections per seconds 200

E. System Test

At the system testing stage, the author performs tests
that are used to analyze the results of security design on
the system. System testing is carried out for each attack
with different characteristics. The observations made

have differences depending on the attack carried out.

During the attack process, on the server side the IPS
log file can be seen at alert_fast.txt which is located at
/var/log/Snort/alert_fast.txt. Scenario testing is carried
out to compare system performance against the two
scenarios used and to know the characteristics of each
attack.

III. RESULT AND DISCUSSION

In this study, there were three attacks carried out by
the attacker. Each attack has different characteristics
such as how it works and the effect of the attack on the
target. Based on the CIA Triad, information security
is divided into three, namely Confidentiality, Integrity
and Availability. The test results of this study of the
characteristics of the attack can be seen in Table 2.

Table 2. Attacks Identifications with CIA Triads

Types of Aspects of CIA Triad
Attacks Confidentiality | Integrity | Availability
Port Scanning v X X
Brute Force v v X
DDoS X X v

The port scanning attack is categorized as an attack
on the privacy of the target party. This attack resulted
in confidential information, namely the port status can
be exposed or in other words attack the Confidentiality
parameter of the web server. The second attack is brute
force, where this attack is categorized as an attack on

the Confidentiality and Integrity of the target, which in
this study is the web server. Brute force in this study
will match the possible words that have been made by
the attacker to get a username and password. When
the attacker has a username and password, the next
step is that the attacker can log into the web server
system which can result in the attacker having access
rights to be able to change and even steal data. The
last attack is DDoS where from the observations, it
is an attack on the Availability aspect. Availability is
an aspect where the server’s ability to always provide
services. During the DDoS attack, the target of the
attack will experience paralysis so that when a legal
user accesses the web server service, buffering occurs
or takes time to be served.

Port Scanning attack testing in this study is based on
two scenarios, namely before and after IPS is activated.
Each scenario the author conducted the test five times
and the author observed from the point of view of the
attacker and the IPS server. The first scenario testing
occurs when a Port Scanning attack is carried out by
an attacker on a web server where the packages traffic
through the Snort server has not been activated. The test
results can be explained that the pattern of the five tests
in the first scenario is the same, where the attacker can
get information in the form of port status and services
used from the web server while in the second scenario
in five times of testing it can be concluded that when
Snort IPS is activated, the attacker can no longer know
the status of open ports and the services used. The
attacker’s appearance when getting information on the
status of open ports and the services used on the web
server can be seen in Fig. 8.

/home/attacker
168.100.2

1 host up) scanned

Fig. 9. Port scanning test results after Snort activated.

The port scanning process is carried out for 16.74
seconds and displays information that there is 1 active
host. In Fig. 9 the attacker performs a test for 17.21
seconds, which is carried out during scanning and then



displays a notification in the form of "Not shown: 1000
filtered TCP ports (no-response)’ which indicates that
there is no response from the target to provide port
information with the word otherwise the attacker does
not have access to carry out attacks.

On the IPS server side, if it has not been activated,
the administrator does not know if there is an attack
on the attacker. From the point of view of the IPS
server, when activated, the system will give an alert’
or warning that there is an attack on a user on the
network. The display of alerts on the IPS server side
during an attack can be seen in Fig. 10. In Fig. 10,
you can see a message that matches the rule that has
been created. The information message that appears
is ”TCP Port Scanning!!!” with a reject action where
the packages from the source will be rejected and the
attacker will not get the desired information. IPS can
monitor all traffic on the network so that in other words,
all users on the network can be protected and the system
can detect and block any discrepancies on the network
based on the rule signature that has been created.

Brute force attack testing is based on two scenarios,
namely before and after IPS is activated. Each scenario
the author conducted the test five times and the author
observed from the point of view of the attacker and
the IPS server. The first scenario testing is when the
attacker performs a brute force attack on a web server
through an IPS server that has not been activated. The
second scenario test is when the attacker performs a
brute force attack on the web server through an IPS
server that has been activated. The point of view that
can be observed is the attacker’s point of view with
the display parameters of the test results and from the
IPS server’s point of view with the parameters of the
attack alert results.

The test results can be concluded that the five tests
in the first scenario have similarities, namely in the
first scenario when IPS has not been activated the
attacker can see or get information in the form of
a username and password Login Form from the web
server while the results of the test after IPS is activated,
the attack is successfully blocked by Snort. Attackers
cannot access any information and are immediately
disconnected. Fig. 11 is the result of an attack on the
attacker’s side where the results obtained are username
and password to log into the web app which is the
content of the web server. In the second scenario, when
the attacker attacks the web server login form with
activated IPS, the results will be nil. On the attacker
side will display a response in the form of STATUS
output, which indicates that the experiment is repeated
continuously without any response until the attacker he
stops it. The display of the results of the second brute
force attack can be seen in Fig. 12.

Based on Fig. 10, the results of the test where
the username obtained is “admin” and the password

obtained is ”1”. Attacker performs matching 900 times
with a calculation time of 52 seconds, the time and
number of attempts can change based on the number
of words made by the attacker to be used as a possible
match. When IPS has not been activated, if there is
an attack on the web server side there is no protection
so that the attack can easily get information in the
form of a username and password from the web server
Login Form. When the attacker can enter the web
server system, the attacker can perform the next action,
such as adding, deleting, changing and even stealing
personal data on the web server. It can be seen in
Fig. 13 when the data is still normal and there has
been no change while in Fig. 14 it is the result of the
attacker’s actions by adding and deleting employee data.
Actions from attackers that can result in losses for web
server administrators.

On the IPS server side shown in Fig. 15,
Snort immediately gives a warning to the network
administrator in the form of a notification in accordance
with the message that has been set in the rule and drop
the packages sent by the attacker and send a TCP RST
packages or by disconnecting the attack packages so
that the attacker does not get the information he is
looking for. The warning will continue to appear in
real time as long as the attack is still being carried out
by the attacker. The attack alert log will also be stored
in Alert_fast.txt but will also be deleted automatically
if the log file storage is full and overwritten with other
attack alerts.

When testing DDoS attacks, slow HTTP attacks
using the GET method are used. In these attacks,
the attacker will carry out the attack by gradually
and continuously sending incomplete HTTP header
packages to the web server while maintaining the
connection session. This test is based on two scenarios,
namely before and after IPS is activated. Each scenario
the author conducted five tests and observed from the
point of view of the attacker, IPS server, legal user, and
web server. Testing the Slow HTTP attack in the first
and second scenarios is when the attacker performs
a Slow HTTP attack on a web server where traffic
packages go through before and after the IPS server
is activated. On the attacking side, the authors get a
test result with the attack packages status parameters
which are the first to fifth tests with each using an IPS
scenario that has not been activated, IPS is activated
with a drop rule on Snort and IPS is activated with a
reject rule on Snort. Fig. 16, Fig. 17, and Fig 18 are
one of the five results of testing the status of attack
packages using two attackers where the most visible
difference is in the closed line and service available
line. In the scenario without IPS being activated, the
closed line widens as there is no resistance from
the web server, allowing the attacker to easily carry
out his operations in accordance with the conditions
where Slow HTTP attacks are characterized by carrying
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out attacks gradually, continually, and maintaining
connection session time until closing the session by
its own. In scenarios with IPS activated, the closed
line will not reach the highest point, because before
all closed attack connections they will be terminated
first by IPS with a drop or reject rule on Snort. The
Service Available line has a difference from the time
of testing, namely when the scenario with IPS has not
been activated where until the specified time there is
no Service Available line which indicates that legal
users cannot access the web server until the time of the
attack is complete. In the scenario with IPS activated
by using the drop rule, the Service Available line takes
a longer time than using the reject rule, but both can
withstand Slow HTTP attacks.

In IPS Scenario before it is activated, legal users
cannot access the web server for 160 seconds or testing
time, but at 165 seconds the web server can run
smoothly according to the characteristics of the attack,
namely when all attack connections are closed, the web
server can return to serve. In the IPS scenario activated
with a drop rule on Snort and Snort activated with a
reject rule, both legal users can access the web server
but at different times. The time required by IPS with
the drop rule on Snort is much longer, which is 160
seconds compared to the reject rule on Snort with the
required time of 145 seconds. The results of the DDoS
test on the attacker can be seen in Fig. 19, Fig. 20, and
Fig. 21.



Fig. 21. DDoS test results on attacker after active IPS with reject
rule.

For legal users as long as the attacker attacks without
activating Snort then when trying to access the web
server, the connection will be disconnected. The web
server is paralyzed because it tries to serve all requests
from both the attacker and legal users. This causes
legal users to experience buffering when accessing web
server services or takes time to access services. When
legal users access to web server services as long as
the attacker attacks by activating Snort, the web server
side can provide services to legal user requests. This
is because IPS has succeeded in blocking the attack
so that legitimate requests can be served. In this study,
the results from the three scenarios still require time
to be able to access web server services, but when the
IPS server is activated, the time required is faster than
before the IPS server was activated.

Table 3 is the result of observations on the CPU

and RAM that can be seen from the web server side.
The observed results are in accordance with table 3.4
that the average CPU usage of the five tests for the
IPS scenario before being activated is 58% and the
average RAM usage is 1.54 Gb. This is one of the
main factors that the web server cannot serve requests
so that users cannot access the web server services.
When testing the attack before IPS is activated, there is
a significant change in CPU and RAM usage. While the
observations in the IPS scenario after being activated by
using two actions have the same result that the average
CPU usage from the five tests is 48.8% and RAM
is 1.54 GB. CPU usage decreased by 9.2% from the
difference in results before and after IPS was enabled.
During the attack testing process when IPS is enabled,
CPU and RAM usage has decreased and has a more
stable value in a certain number range than before IPS
was activated. This test can be concluded that the web
server is successfully protected from attacks so that it
can serve requests from legal users and can access web
server services.

Table 3. Attacks Identifications with CIA Triads

Observation Result
Before IPS After IPS Activated
No activated Action Drop Action Reject
Memory | CPU | Memory | CPU | Memory | CPU
(GB) (%) (GB) (%) (GB) (%)
1 1.3 65 1.3 57 1.3 56
2 1.6 57 1.6 45 1.6 50
3 1.6 56 1.6 49 1.6 46
4 1.6 55 1.6 48 1.6 47
5 1.6 57 1.6 45 1.6 45
Av. 1.54 58 1.54 48 1.54 48

On the web server side, observations on netstat which
is used to monitor network connections that are running
were also conducted. When making observations, the
authors compared the IPS scenario before it was
activated, IPS was activated with a drop rule on Snort
and IPS was activated with a reject rule on Snort. The
difference between the three scenarios is in the status
of each obtained. When the IPS scenario before it is
activated, it is seen that it will result in LAST _ACK
and TIME_WAIT packages statuses that dominate at
the end of the test where TIME_WAIT means that the
web server is still waiting for a socket close to handle
packages that are still on the network and LAST_ACK
means that the remote is in a shutdown state, the socket
is complete and closed the connection session as well
as waiting for ACK. When IPS is activated, the drop
rule in Snort results in TIME_WAIT and FIN_WAIT2
statuses that dominate at the end of the test where
TIME_WAIT means that the web server is still waiting
for the socket to close to handle packages that are still
on the network and FIN_WAIT2 means the socket is
closed but waiting for the remote shutdown side. When
IPS is activated with a drop rule on Snort, it produces
TIME_WAIT and FIN_WAIT?2 statuses that dominate
at the end of the test where TIME_WAIT means that
the web server is still waiting for the socket to close



to handle packets that are still on the network and
FIN_WAIT1 means the socket is closed and the remote
is already in a shutdown state. The results of the test
of the IPS scenario before it is activated can be seen in
Fig. 22, the IPS scenario is activated by the drop rule
in Snort in Fig. 23 and IPS is activated by the reject
rule in Snort in Fig. 24.

Terminal + unzs 1254

root@anils:/homeamilia

TIME UAIT

TIHEWAIT -

Fig. 23. Netstat result display on web server after IPS activated with
drop rule.

root@anils: /homeamilia

Fig. 24. Display Netstat results on the web server after IPS activated
with reject rule.

On the Snort side, the test results can be seen in
Fig. 25 and Fig. 26. The test results can be concluded
that Snort can prevent attacks from attackers even
though it still takes time and protects the web server
side so that users legally can still access the service
from the web server. Snort will send alerts or warnings
to network administrators when there is a package
mismatch with the rules that have been created. When

oot @skiipsk fNome/skipsi Q=

root@skripsk fhome/skripsi

oot @slripst /homeskripsl

[Priortt

Fig. 26. Display alert on Snort against DDoS attacks with reject rule.

using the drop rule, IPS will only drop packages that
match the rule, but when using the reject rule, IPS
will drop packages that match the rule and send TCP
RST packages or termination of connection sessions
on attack packages. The warning will continue to be
displayed as long as an attack is launched.

IV. CONCLUSION

In this paper, we have discussed the implementation
research of IPS for analyzing CIA Triads against
network security attacks on web servers. The study
shows that IPS can block the port information from the
attacker when IPS is activated. The IPS also reduce
the effect of DDoS attack by dropping before reaching
the server. Nevertheless, the implementation of Snort
and IPTables as IPS in this study still has shortcomings
and the accuracy of the rules, especially DDoS attacks,
so in future research, it is expected to formulate more
specific rules with attack characteristics and always
update the rules. Future research can also replace using
other snort detection methods such as anomalies based
on NIPS or by combining other technologies such as
SDN, load balancers, or cloud computing.
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